NHOOPMALIMOHHASA TAMATKA
JJIAA OBYYAIOIUXCA O BE3OITACHOM
INOBEJAEHHMH N UCITOJIb30BAHUU CETHU "UHTEPHET"

C KaxIpIM TOJOM MOJIOJEKHU B HMHTEPHETE CTAHOBUTHCA OOJIblIE, a IIKOJIBHUKHM OJHHM U3 CaMbIX
aKTUBHBIX I10Jb30Baresield Pynera. Mexay TeM, IOMUMO OIPOMHOIO KOJIMYECTBA BO3MOXKHOCTEM, UHTEPHET
HeceT U mpo0JIeMBbl. DTa MaMsaTKa JOJDKHA TOMOYb TeOe Oe301acHO HaXOAUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomneioTepHslif  BUpyC - 3TO PpPa3HOBUIHOCTb KOMIIBIOTEPHBIX MPOTpaMM, OTJIMYUTEIHbHOMN
0COOEHHOCTBIO KOTOPOH ABISIETCS CIOCOOHOCTh K Pa3sMHOXKEHHUIO. B J0MOIHEHNE K 3TOMY, BUPYCHI MOTYT
MOBPEIUTH WU MOJIHOCThIO YHUUTOXHUTH BCE (ailyibl ¥ TaHHBIE, TOJAKOHTPOJIbHBIE MOJIB30BATENI0, OT UMEHHU
KOTOpOro Oblja 3amylieHa 3apaXKeHHas IporpamMma, a TakkKe IMOBPEeIUTh WIH JaXe YHUYTOXUTh
OTIEpAIMOHHYIO CHCTEMY CO BceMu (aiiiiamu B 11eJIoM. B G0NbIIMHCTBE cliydaeB paclpoOCTPaHSIIOTCS BUPYCHI
4yepe3 NHTEPHET.

MeTopl 3aIUThI OT BPEAOHOCHBIX MPOTPAMM:

1. Wcnonb3yil COBpeMEHHbIE OMEPALMOHHBIE CHUCTEMbI, UMEIOIINE CEPhE3HBIH YPOBEHb 3aIUTHI OT
BPEIOHOCHBIX IIPOTPaMM;

2. TlocrosHHO ycTaHaBiaMBaili mauTH  (1MQpOBBHIE  3alUIATKU, KOTOpPBIE  AaBTOMATHYECKU
YCTaHaBJIMBAIOTCS C LEJIBI0 TOPAOOTKH MPOrpaMMBbl) U Apyriue OOHOBJIEHUS CBOEH OMEpPallMOHHON CHCTEMBI.
CkaumBaii uX TOJBKO C oduuuanbHOro caiita paspaboruuka OC. Ecnm cymectByeT pexum
aBTOMaTHYECKOI'0 OOHOBJICHMSI, BKIIIOUH €T0;

3. Pabotaii Ha cBOeM KOMIIBIOTEpE IO MpaBaMH IOJB30BATENs, a HE aJMHHHUCTparopa. JTO HE
MO3BOJUT OOJIBIIMHCTBY BPEIOHOCHBIX IPOrPaMM HHCTAJUIMPOBAaThCSI HAa TBOEM MEPCOHAIbHOM
KOMIIBIOTEPE;

4. MHcnonb3yil aHTUBHPYCHBIE MPOTrpaMMHBIE TPOAYKThl HM3BECTHBIX IPOU3BOJIUTENECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpaanb GU3NYECKHI TOCTYI K KOMITBIOTEPY ISl TOCTOPOHHUX JIHII;

6. Mcnonp3yil BHeIIHNE HOCUTENHM WH(pOpPMAaILNH, Takue Kak (remka, 1uck win (aiin U3 UHTepHeTa,
TOJIBKO M3 MIPOBEPEHHBIX HCTOYHHUKOB,;

7. He oTkphIBaif KOMIIBIOTEpHBIE (hAIIIBI, TOTyUYEeHHBIEC U3 HEHAICKHBIX UCTOUYHHUKOB. [laxke Te dailnbl,
KOTOPBIC TIPUCIIATI TBOK 3HAKOMBIN. JIydIlie yTOuHHM y HEro, OTIPABIISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 5170 He BHUI nepeavn JaHHBIX, HE TEXHOJIOTHsI, a BCETo JIUIIb OpeHa, Mapka. Eme B 1991 roxy
HUIepJIaHicKas KoMnaHus 3apeructpuposaia opens "WECA", uto o6o3Hauano cinoBocoueranue "Wireless
Fidelity", koTopsIii mepeBoauTCs Kak "OecrpoBOAHAS TOUHOCTB".

Jlo Hamiero BpeMeHH Joluia apyras abOpeBuarypa, KOTOpas sSBISETCS TaKOW K€ TEXHOJOTHEH. DTO
ab0peBmarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTAHJAPT BBICIICH 3BYKOBOW TEXHUKH
Hi-Fi, uto B mepeBojie 03HayaeT "BhICOKAst TOYHOCTH'".



Jla, OecIIaTHBIH MHTEPHET-IOCTYI B Kade, OTENIIX U adporopTax SBISICTCS OTIMYHON BO3MOXKHOCTHIO
BbIXOJla B MHTEpHET. HO MHOTHME »KCHepThl CUMTAIOT, 4YTo olmenoctynHsle Wi-Fi cetn He sSBISIOTCS
0€e30IacCHBIMU.

Cogetbl 10 0e30macHOCTH pabOTHI B 00IIEAOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro nuuHyr0 nHpopManuio depe3 obmenaoctynubie Wi-Fi cetu. Pabortas B HuX,
JKCJIATCJIbHO HC BBOJAUTD IMAPOJIA JOCTYIIA, JIOTUHBI 1 KAKHEC-TO HOMCPA,

2. Ucnonw3yit 1 OOHOBISI aHTUBUPYCHBIC TTpOorpaMMbl B OpaHaMayep. Tem cambIM Thl 00€30I1acHIIlb
ce0s OT 3aKayKu BUpYCa Ha TBOE YCTPOHCTRO;

3. Ilpu ucnons3oBanuu Wi-Fi otkmoun ¢yaknuo "O0muii foctyn K daiinam u npuntepam”. JlanHas
GyHKIMSA 3aKpbITa MO YMOJYaHHUIO, OJHAKO HEKOTOpBIE TOJb30BATENM AKTHBHUPYIOT €€ Ul ynoOcTBa
WCIIOIh30BaHUs B paboTe Win yueoe;

4. He ucnonb3yit nmyonuunbii WI-FI mis mepenaun JIUYHBIX JTAHHBIX, HampuMep A BBIXOJa B
COLIMAJIbHBIE CETH MJIU B DJIEKTPOHHYIO IOYTY;

5. Wcnonw3yit Tonbko 3amuiienHoe coenunenue uepe3 HTTPS, a ue HTTP, 1.e. mpu Habope BeO-
aapeca BBoau uMeHHO "https://";

6. B moOunpHOM Tenedone otkimoun ¢ynkuuio "lloakmouenne k Wi-Fi aBromarnyecku". He
JIOTTyCKail aBTOMaTHYECKOTO TOAKIIOYEHUs yeTpoiicTBa kK ceTssMm Wi-Fi 6e3 TBoero cormacus.

CoumnajnHble CeTH

ConuanbHble CETH AaKTUBHO BXOJAT B HAIly KH3Hb, MHOTHE JIFOAU PA0OTAIOT U )KUBYT TaM IOCTOSIHHO,
a B Facebook yxe 3apeructpupoBaH MUITHAp] YEIOBEK, YTO SIBISETCS OJHOM CEIbMON BCEX JKUTeNeH
IUTaHeThl. MHOTMe MOoJIb30BaTeIM HE IMOHUMAIOT, 4TO HMH(pOpMAalMs, pa3MEIleHHas MMH B COLMAJIbHBIX
CeTsAX, MOXKET OBITh HalJieHa M HMCIOJb30BaHA KeM YroJHO, B TOM 4YHCJe HE 00s3aTelbHO ¢ OJarumMu
HaMEPEHUSAMH.

OcHOBHBIE COBETHI 110 O€30MMACHOCTH B COITMAIBHBIX CETSIX:
1. Orpanu4s CIMCOK Apy3eid. Y TeOs B APY3bsX HE JOKHO OBITh CITy4alHBIX U HE3HAKOMBIX JIIOJIEH;

2. 3amuinai cBOI YacTHYIO KH3Hb. He yka3biBail mapoinu, TenedoHsl, ajapeca, 1aTy TBOETO POKICHUS
U JIpYTYI0 JHUYHYI0 MHPOPMALUIO. 3I0YyMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh Jake HH(OPMAIMIO O TOM, KaK
THI U TBOU POAUTEIIN IIJIAHUPYETE IPOBECTH KAHUKYJIBI;

3. 3amumiai CBOK penmyTanuio - ACp)KUA €€ B YHCTOTE W 3aJaBail cebe BOMPOC: XOTeN ObI ThI, YTOOBI
Apyrue TMOJIb30BaTeNd BHJEIU, YTO ThI 3arpyxaemb? [lomymaii, mpekae 4eM 4YTO-TO OITyOJMKOBATbH,
HaIucaTh M 3arpy3HTh;

4. Ecnu Tl TOBOPHUIIB C JIIOJbMH, KOTOPBIX HE 3HAEIIb, HE UCIOJIL3YH CBOE pealbHOE UMS U JAPYTYIO
JTUYHYI0 HH(GOPMALIMU: UMSI, MECTO JKUTEIbCTBA, MECTO Y4eObl U IpOYee;

5. U3berait pasmemenust pororpaduii B8 UnTepHere, T/1e ThI M300pakeH Ha MECTHOCTH, 1O KOTOPOW
MOJKHO OTIPEJICTIUTH TBOE MECTOIIOJIOKEHHE,

6. Ilpu perucrpanuu B COMAIBHON CETH HEOOXOIUMO HUCIIOIB30BATh CIOKHBIE TAPOJIU, COCTOSIINE U3
OykB U 1IU(p U C KOJIMYESCTBOM 3HAKOB HE MeHee §;

7. JAnst couManbHOM CETH, TMOYTHl U IPYTUX CaiTOB HEOOXOMMO UCIOJIb30BaTh pa3Hble Mapoiu. Toraa
€ciy Te0s1 B3JIOMAIOT, TO 3J0YMBIIIJIEHHUKHY TOJIYy4aT AOCTYI TOJBKO K OJJHOMY MECTY, & HE BO BCE Cpasy.



JIeKTPOHHbBIE IeHbI'H

DJEeKTPOHHBIE JEHBI'H - 3TO OYEHb YIOOHBIA CHOCOO IJIaTeX e, OJHAKO CYIIECTBYIOT MOIICHHMKH,
KOTOPBIE XOTAT IOJIYYUThb OTH JACHBIH.

DJIEKTPOHHBIE ICHBIU MOSBUIUCH COBCEM HEJABHO M UMEHHO M3-332 3TOT'0 BO MHOTHX IOCYJapCTBax 10
CHUX IOp HE MPOMHUCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHMPYIOT M O HHUX YK€ HPOMHCAHO B 3aKOHE, TJIe MX pasJessfioT Ha
HECKOJIbKO BHUJIOB - AaHOHMMHbIE M HE aHOHMMHBbIE. Pa3HuIa B TOM, 4TO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspernraercs IpOBOJUTH onepariy 0e3 ACHTU(PHUKAIIMH [T0JIb30BaTeNs, a B HEAHOHUMHBIX HJIeHTH(UKALUs
MI0JIb30BATEIS SBIISIETCS 00A3aTENbHOM.

Takxe ciieyeT pa3iandaTrh SJICKTPOHHBIC (pHAaTHBIE NEHBIH (PaBHBI TOCYJAPCTBEHHBIM BATIOTaM) H
AJIEKTPOHHBIC He(pUaTHBIC JCHBIHM (HE PABHBI TOCYIaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI TI0 O€30IaCHOM paboTe ¢ MEKTPOHHBIMH JICHbIaMHU:

1. IpuBspku K cueTy MOOUIIBHBIN TenedoH. DTO caMblii YAOOHBINH U OBICTPBIN CIIOCOO BOCCTAHOBUTH
nocTyn K cuety. [IpuBs3anHblil TenedoH MOMOXKeT, eciin 3a0y/elb CBOI TUIaTeXHbIM Mapoib WIN 3aiIeIb
Ha CallT C HE3HAKOMOT'0 YCTPOWCTBA;

2. Ucnonp3yii ogHOpa3oBbie maponu. [locne mepexona Ha YCHIIGHHYIO aBTOpU3AIHMIO TeOe yke He
OyZeT yrpokaTh OMaCHOCTb KPaXKu WM NIepexBaTa IJIaTeKHOTO apois;

3. BeiOepu cioxHbIif maposns. [IpectynHukam OyaeT He MpocTo yrajaath CIO0XKHBIN mapois. HagexxHbie
HapoJIu - 3TO MApOJIH, KOTOPbIE COJEpkKAT HE MEHee 8 3HAKOB U BKIIIOYAIOT B ¢€0sl CTPOUYHBIE U MTPOIUCHBIE
OyKBbI, IU(PPBI 1 HECKOIBKO CHMBOJIOB, TAKHE KakK 3HAK J0Julapa, (yHTa, BOCKIHMIATENbHBIA 3HAK U T.II.
Hampumep, $tROng!;;

4. He BBOAM CBOM JINUHBIE JJaHHBIE HAa CaliTaX, KOTOPBIM HE JOBEPSEIIb.
DJIEKTPOHHASI I0YTA

3H€KTp0HHaH no4yra - 3TO TCXHOJIOTHA U NPCAOCTABIIACMBIC CHO YCIIYTU IO IMEPCCHUIKEC U MOJIYYCHHUIO
AJIEKTPOHHBIX COOOIICHHM, KOTOPBIC DPACTIPEICISAIOTCS B KOMIMBIOTEpHOH ceTh. OOBIYHO 3JICKTPOHHBIN
MOYTOBBIM SAIIMK BBINVIAUT CIEAYIOMIMM 00pa3oM: HUMs_IOJb30BaTeIsI(@UMs_AoMeHa. Taxke Kpome
nepeiayu MpoCcTOro TEKCTa, UMEETCsl BO3MOXKHOCTD IepeIaBaTh (paibl.

OcHOBHBIE COBETHI 10 06€301MacHOI padoTe C ITEKTPOHHOU MOYTOH:

1. Hamo BBIOpaTh MpaBUIIbHBIN TTOYTOBBIN CEpBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOP OECIIIaTHBIX
MMOYTOBBIX CEPBHUCOB, OAHAKO JIYULIC JOBCPATH TCM, KOI'O 3HACIHIb U KTO HepBBIﬁ B pef/’ITI/IHFe;

2. He yka3pBaii B Ju4HOW TIo4Te JWYHYHO wuHbopmarnuio. Hampumep, mydme BbIOpaTh
"My3bIKaIbHBIN (haHaT@'" nmu "pok2013" BMecTo "Temal3";

3. Hcnonp3yil JIBYXATalHYK aBTOPHU3AIMI0. ODTO KOrjJa MOMHUMO TNapoJisi HYXHO BBOJUTH KOJI,
npucbUIaeMblil mo SMS;

4. BpiOepu clOXHBIN Mmaposib. [ KaX70ro IMOYTOBOTO SIIMKA JODKEH OBITh CBOW HAaJICKHBIMH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXKHOCTh HalmucaTh CaMOMY CBOM JIMYHBIA BOIIPOC, UCHOJIBb3Yil 3Ty BO3MOKHOCTb;



6. HMcnonb3yil HECKOJIBKO TMOYTOBBIX SIIUKOB. [IepBBI MJI1 4YacTHOM MEPENUCKU C aapecaTaMu,
KOTOPBIM ThI JJOBEPsCIIb. ITO SJMEKTPOHHBIN aipec He HA/I0 UCIIOIB30BaTh MPU PETUCTPALIUU HA (popymax u
cauTax;

7. He oTkpbIBaii (haiinbl ¥ Ipyrue BIOKEHHUS B MHCbMax, Jake €CIM OHHU MPHUIILIH OT TBOMX JAPY3EH.
Jlydiie yToYHM y HUX, OTIIPABIISUIN JIM OHU TeOe 3TH (Qailibl;

8. Ilocne okoH4YaHMsI pabOTHI HA TIOYTOBOM CEpPBUICE TEpe]l 3aKPHITHEM BKJIAJIKH ¢ CAaTOM He 3a0yIb
Ha)kaTb Ha "Briitn".

Ku0epOy/uIMHT WM BUPTYaJibHOE U3/1€BATEIbCTBO

KubepOynnuHr - TmpecienoBaHHe COOOIICHUSMHU, COJEPKAIMUMH  OCKOPOJICHUS, arpeccuio,
3allyTUBaHUC; XYJIMTAHCTBO, COLIMAJILHOC 6OI>’IKOTHp0BaHHe C MOMOUIBIO PA3JIMYHBIX UHTCPHCT-CCPBHUCOB.

OcHOBHBIE COBETHI IO OOPHOE C KHOEPOYIITUHTOM:

1. He Opocaiicst B 60ii. JIyummmii cmoco0: mocoBeTOBaThCS Kak ce0si BECTH U, €CITU HET TOTO, K KOMY
MOXKHO OOpaTHThCS, TO BHayaje YCIIOKOWThCA. ECIM ThI HavHENIb OTBEYAaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO elle OOJIbIle pa30kKelb KOH(IUKT;

2. YrpaBnsii cBoel KubeppenyTaimei;

3. AHOHUMHOCTh B ceTd MHUMas. CyYIIECTBYIOT CIOCOOBI BBISICHUTH, KTO CTOUT 32 QHOHUMHBIM
aKKayHTOM;

4. He crouT BeCTH XYJNWTaHCKMHA 0Opa3 BUPTyalbHOW >KU3HM. VHTEpHET (UKCHUpPYeT BCE TBOM
JEHUCTBUS U COXPAHSIET UX. Y JAIUTh UX OYJEeT KpaiiHe 3aTPyTHUTEIBHO;

5. CoGmroziait CBOIO BUPTYaJIbHYIO YECTh CMOJIONY;

6. WrHopupyit enuHuuHBIM HeratuB. OmHOpPa30BbIE OCKOPOWUTEIBHBIE COOOIICHHS  JTydIIe
UrHOpUpoBaTh. OOBIYHO arpeccHst MPeKpaIaeTcs: Ha HauyalbHOM CTa/Inu;

7. ban arpeccopa. B mporpamMax oOMeHa MTHOBEHHBIMHU COOOIIEHUSMHU, B COLUATIBHBIX CETSIX €CTh
BO3MOKHOCTh OJIOKHPOBKH OTIIPABKH COOOIEHUH C ONpeeIeHHBIX apecoB;

8. Ecmu 1Bl cBumeTenh kuOepOysmHTra. TBOM MEWCTBHS: BBICTYIUTH TPOTHUB IIpeciieIoBaTENs,
[IOKa3aTb €My, YTO €ro JEWCTBHUS OLICHMBAKOTCS HETraTUBHO, IOAJEPKATh JKEPTBY, KOTOPOM HYyXKHa
MICUXOJIOTHYECcKast IOMOIIb, COOOLIUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBEIEHUS B CETH.

MoOniabHbIi Te1edoH

CoBpeMeHHbIe cMapTHOHBI U TUIAHIIETHI COACPIKAT B ceOE BIIOJIHE B3POCIHbIN (YHKIIMOHAJ, W TEIeph
OHHM MOTYT KOHKYPHPOBATh CO CTAIlMOHAPHBIMHU KOMIbIoTepamu. OIHAKO, CPEACTB 3aIIUTHI JJIs TT0T00HBIX
YCTPOMCTB MOKAa O4€Hb MaJI0. TeCTUpPOBaHUE U MOUCK YA3BUMOCTEH B HUX MPOUCXOJIUT HE TaK UHTEHCHUBHO,
kak s [1K, To ke camoe kacaeTcss U MOOUITBHBIX MPUIIOKEHHH.

CoBpeMeHHBIE MOOWIBHBIE Opay3epbl YK€ MPAaKTUYEeCKH JOTHAIM HACTOJBHBIE AHAJOTH, OJHAKO
pacupenue (QyHKIIMOHAIA BI€YET 32 COO0M OOJBIIYIO CIOKHOCTh M MEHBIIYIO 3aIIUIIEHHOCTb.

Jlaneko He Bce NMPOM3BOAUTENN BBITYCKAaOT OOHOBJIEHMS, 3aKPBIBAIOIIME KPUTUYECKHE YA3BUMOCTH
JUIsL CBOMX YCTPOMCTB.

OCHOBHBIE COBETHI JIsl 0€30MaCHOCTH MOOMIILHOTO TesieoHa:



Huuero He siBIsieTcs Mo-HacTOSIIEMY OECIUTaTHBIM. Bynb OCTOpOKeH, Belb Korjaa TeOe mpeaiarator
OecraTHBI KOHTEHT, B HEM MOT'YT OBITh CKPBITHI KAKUE-TO TUIATHBIC YCIYTH;

Hymaii, mpexxne dyem otnpaButh SMS, ¢oTto wim Buaeo. Tl TOYHO 3HaeEUIb, Ti€ OHH OYIyT B
KOHEYHOM utore?

Heo6xoamumMo 0OHOBIATE OMEPAlMOHHYIO CUCTEMY TBOETO cMapTQOHa;
Hcnonp3yit aHTUBUPYCHBIE IIPOTPAMMBI 711 MOOMIIBHBIX TeIe(hOHOB;

He 3arpyail mpuiokeHHs: OT HEH3BECTHOIO MCTOYHUKA, BEIb OHH MOTYT COJIEp)KaTh BPEIOHOCHOE
porpaMMHOe oOecrieueHue;

[Tocme Toro kak ThI BBIWIENIH C CaiiTa, TJA€ BBOAWI JUYHYIO HHGOPMAIUIO, 32l B HACTPONKH
Opay3epa u ynanu cookies;

[Teproanyecku MpoBepsii, KAKKUE IUIATHBIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEDE;
JlaBaii cBoii HOMep MOOMJIBHOTO Tene(oHa TOIBKO JIFOASIM, KOTOPBIX ThI 3HACIIb U KOMY JI0BEpSEIIb;

Bluetooth momkeH ObITH BBIKIIFOYEH, KOT/Ia THI UM HE MoJb3yenibes. He 3a0biBaii MHOTIa MPOBEPSTH
3TO.

Online urpsi

CoBpeMeHHbBIE OHJIAWH-UTPBI - TO KPACOYHBIE, 3aXBATHIBAIOIINE Pa3BICUCHUS, O0BEAUHSIONINE COTHH
THICSIY 4YEJIOBEK MO BceMy Mupy. Wrpokm wuccineayloT AaHHBIE UM MHUp, OOLIAIOTCS APYr C JIPYroM,
BBITIOJIHSIIOT 3aJaHusl, CPaKalOTCS C MOHCTpAMU M TOJIy4alOT ONBIT. 3a YAOBOJBCTBUE OHM IUIATST:
MOKYTAIOT JUCK, OTNIAYMBAIOT a00OHEMEHT WJIM MPUOOPETAIOT KaKUe-TO OIMIHUU.

Bce atu cpenctBa uayT Ha TOJJAEp)KaHHE M Pa3BUTHE WIPHI, a TaKKe Ha caMy O€30MacHOCTb:
COBEPLICHCTBYIOTCSI CHCTEMbl AaBTOPU3ALIMHM, BBINYCKAIOTCS HOBble NaTdd (UMQpOBBIE 3ariaTKH JUIs
IIPOrpaMM), 3aKpbIBAIOTCS YI3BUMOCTH CEPBEPOB.

B HO,I[O6HBIX Hurpax CTouT onacaTtbCsa HE CTOJIBKO CBOMUX COIICPHUKOB, CKOJIBKO KpaXXu TBOCro mapoJis,
Ha KOTOPpOM OCHOBAaHa CUCTEMaA aBTOpU3aAlIUU OOJIBIIIMHCTBA urp.

OCHOBHBIC COBETHI 10 0€30ITACHOCTH TBOETO HUI'POBOI'0 aKKayHTa:

1. Ecnin qpyroii urpok BeneT ceds II0X0 WK co37aeT Tebe HeMPUATHOCTH, 3a0JIOKHPYH €ro B CIIUCKE
UTPOKOB;

2. Ioxanyiicst aIMUHUCTpATOPaM UTPhI HAa TUIOXO0€ MOBEICHHUE 3TOT0 UTPOKA, KEIATEIbHO MPUIOKUTh
KaKHe-TO 0Ka3aTesIbCTBA B BUJE CKPUHOB;

3. He yka3bIBaii THYHYI0 HHPOPMALIMIO B TIpodaiiie urpsl;
4. YBaxail Ipyrux y4acTHUKOB IO UTPE;

5. He ycranaBnuBaii Heo(UIIMATbHBIE TTATYU U MOJIBL;

6. Mcnonb3yi C0XKHBIE U pa3HbIE MAPOJIH;

7. Jlaxxe BO BpeMs UIPbI HE CTOUT OTKJIKOYaTh aHTUBHUPYC. [I0Ka ThI Urpaeiib, TBOM KOMIIBIOTEP MOT'YT
3apa3UTh.

OUIIMHT WIN Kpazka JUYHbIX JAaHHbIX



OObIYHOM KpaXkel IeHeT U JOKYMEHTOB CETO/IHS YK€ HUKOTO HE YIMBHILb, HO C Pa3BUTUEM UHTEPHET-
TEXHOJIOTHH 3JIOYMBIIIJICHHUKH TEPEMECTHIINCh B WHTEPHET, W MPOJOHKAIOT 3aHUMATHCS "MHOOMMBIM"
JIEJIOM.

Tak mosiBUIach HOBas yrpo3a: MHTEPHET-MOIICHHUYECTBA WM (DUINMHT, TJaBHAs IE1h KOTOPOTO
COCTOWT B MOJTYYCHUH KOHPUIACHIIMATHHBIX JaHHBIX MOJIb30BaTENIEH - JIOTHHOB ¥ Taposieil. Ha anriuiickom
s3bIke phishing unraercs kak ¢urmmHT (0T fishing - peiOHast 10BIsA, password - Tapos).

OcHOBHBIE COBETHI IO 6OpHOE ¢ HUITMHTOM:

1. Cnemn 3a cBomM akkayHTOM. Ecim ThI To0o3peBaelib, 4TO TBOS aHKETa Oblla B3JIOMaHa, TO
HEOOX0JMMO 3a0JIOKHPOBATh €€ U COOOLIUTh aIMHHUCTPATOPaM pecypca 00 ITOM Kak MOXKHO CKOpee;

2. Ucnonw3yit 6e3omacHbie BEO-CATHI, B TOM YHCIIE, MHTEPHET-MAara3unHOB M TIOUCKOBBIX CHCTEM;

3. Hcnonb3yil cnoxHble M pasHble mapoinu. Takum oOpazom, ecnd TeOs B3JIOMAaOT, TO
3JI0YMBIIIJIEHHUKH MOJTy4aT AOCTYI TOJIBKO K OJHOMY TBOEMY NPO(UIIIO B CETH, & HE KO BCEM;

4. Eciiu Te0s1 B3IOMaNH, TO HEOOXOIMMO NPEAYIPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE JOOABJIEHBI y
TeOsl B JpPYy3bsiX, O TOM, YTO TeOs B3JIOMAJIU U, BO3MOYKHO, OT TBOEr0 MMEHM OyIeT pacchliaTbcs cllaM U
CCBUIKH Ha (PMIITUHTOBBIE CAUTHI;

5. YcranoBu HanexHbI maposb (PIN) Ha MoOWIbHBIN TenedoH;
6. OTKIIIOYM COXpaHEHHe mapoiis B Opaysepe;

7. He oTkpbiBaii (aitsibl U Apyrue BIOKEHUSI B MUCHhMaX, JAaKe €CJIM OHU MPHUIIUIA OT TBOUX JIPYy3eH.
Jlydiie yTOYHH y HUX, OTIIPABIISUIN JIU OHU TeOe 3TU (aifibl.

Hudgposas penyrauus

Hudpoas pemyramus - 3TO HEraTMBHAs WM MO3UTHBHAas wHHpopMmanus B ceth o Tebe.
Komnpomerupyromas nHpopmaius, pa3MelleHHas B UHTEPHETE, MOXKET CepPbe3HBIM 00pa3oM OTpa3UThCs Ha
TBOeH peanbHOM >km3HU. "LludpoBas penyramus" - 5TO TBOM WMWK, KOTOpBIA (opMHUpyeTcs U3
nHpopMaluu o Tebe B UHTEpHETE.

TBOE MECTO JKUTEIBCTBA, yueObl, TBOE (PMHAHCOBOE TOJIOKEHHE, OCOOCHHOCTH XapaKTepa M PacCKa3bl
0 OJIM3KHUX - BCE 3TO HAKAIUIMBAETCs B CETH.

MHorve moapoCTKH JIETKOMBICTIEHHO OTHOCSITCS K MyOnukanuu nTudHod nHpopmamuu B MHTEpHETE,
HE TMOHMMasi BO3MOXKHBIX MOcHeACTBHM. Thl naxe HE CMOXKeEIIb JOrafaTbcsi O TOM, 4To Qororpadus,
pa3MelieHHast 5 JIeT Ha3a, cTaia MPUYMHOMN OTKa3a MPUHSATH Te0s Ha padoTy.

KomMmenTtapuu, pasmenienne TBOuxX GoTtorpaduii 1 Ipyrue IeHCTBUSI MOTYT HE HCUE3HYTH Jaxe Mocie
TOr0, KaK Thl MX YAAJIHIIb. Thl HE 3HAEIIb, KTO COXPAaHWI 3Ty WH(POPMAIIMIO, TIOTNANa JIW OHA B MOUCKOBBIE
CHCTEMBI U COXPAHMJIACh JIM OHA, a TJIABHOE: YTO IOAYMAIOT O TeOe OKPY’KAIOIINE JIFOH, KOTOpbIe HAWAYT 1
yBUIAT 3T0. HaliTi mH(OpMAIio MHOTO JIET CITYCTSI CMOXKET JIF000H - Kak U3 JOOPhIX MOOYX /AEHUH, Tak U C
HaMepeHNEeM MPUYNHHUTE BpeI. DTO MOXKET OBITh KTO YTOIHO.

OcCHOBHBIE COBETHI 110 3alIUTE IU(PPOBOI penyTaliu:
1. [Toxymaii, mpex e ueM 4To-TO MyOJIMKOBATh U MepeaBaTh y ceOs B 0J10T€ UK B COIMATBHOM CETH;

2. B mHacrpoiikax mnpouis yCTaHOBM OrPaHMYEHHUST Ha MPOCMOTP TBOETO NpPOPHIss U €ro
COAEPIKUMOTO, CAEIal €ro TOJIbKO "1 apy3en";



3. He pa3Memaii 1 He yKa3piBail HHPOPMAIIHIO, KOTOPas MOKET KOTO-JIM00 OCKOPOJISATEH WK OOMXKaTh.
ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKY - aKTUBHBIE MOJIb30BaTeNN U(poBOro mpocrpanctsa. OHAKO Jalleko He
BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXHOCTSIMU LU(POBOro Mupa Tpedyer coONroeHus IpaB Ha
MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyallbHAsi COOCTBEHHOCTH" OTHOCUTCS K Pa3JIMYHBIM TBOPEHHUSM YEJIOBEYECKOTO
yMa, HauMHasi ¢ HOBBIX M300pETEeHUI U 3HAKOB, 0003HAYAIONUX COOCTBEHHOCTh HAa MPOAYKTHI M YCIYTH, U
3aKaH4YMBasi KHUTamMu, pororpadusiMu, KHHOHUIbEMAaMH U MY3bIKQTbHBIMH TPOU3BEICHUSMHU.

ABTOpCKHE TIpaBa - 3TO MpaBa Ha HHTEIUIEKTyaJbHYI0 COOCTBEHHOCTh Ha MPOU3BENIEHUS HAyKH,
JUTEpaTyppl W HMCKycCcTBa. ABTOPCKME IIpaBa BBICTYNAIOT B KauyecTBE TapaHTUM TOrO, 4TO
MHTEJUIEKTYaJbHBIN/TBOPUECKHM TPyl aBTOpa HE OYyAET HallpacHbIM, 1aCT EMY CIpPaBeUINBbIE BO3MOXKHOCTH
3apa0oTaTh Ha pe3ylbTaTax CBOETO TPy[a, MOJIYYHUTh W3BECTHOCTh M Npu3HaHue. Hukro 6e3 paspemeHus
aBTOpa HE MOKET BOCIPOM3BOAMUTH €ro IMPOU3BEACHUE, PACIPOCTPAHITh, IMYOJUYHO JEMOHCTPUPOBATH,
npoaaBaTb, UMIIOPTUPOBATL, IIYCKATH B IIPOKAT, Hy6.HI/I‘-IHO HUCIIOJIHATH, HOKa3BIBaTB/ HUCIIOJIHATH B 3(1)Hpe 150107%0
pa3memiath B IHTEepHETE.

Hcnonp3oBanue "Muparckoro” mporpaMMHOro oOecreueHus] MOKET MPUBECTH K MHOTMM PHCKaM: OT
MOTEPH JIaHHBIX K TBOMM aKKayHTaM JI0 OJIOKHMPOBKH TBOETO YCTPOMCTBA, I'/le YCTAHOBIIEHA HelerajbHas
nporpamma. He crout Taxke 3a0bIBaTh, UTO CYIIECTBYIOT JIETaJibHbIE U O€CIUIaTHBIE MPOrPaMMBI, KOTOPBIE
MOKHO HAWTH B CETH.

O nopraJjie
CeteBU4OK.p( - TBOMW TJIaBHBIM COBETYHMK B CETHU. 37€Ch Thl MOXEIIh y3HATh O OE30MAaCHOCTH B CETH

MOHATHBIM M JIOCTYITHBIM SI3BIKOM, @ MPH BOZHUKHOBEHUU KPUTHUYECKOHN CUTyallud OOPATUTHCS 32 COBETOM.
A TaKxXe NPUHATH y4acTHe B KOHKYPCAaX U CTaTh CaMbIM U(POBBIM I'pak1aHUHOM!
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